BAN TO CHUC CUQC THI CONG HOA XA HOI CHU NGHIA VIET NAM
SINH VIEN VOI ATTT ASEAN 2020 Pioc lap - Tw do - Hanh phiic

THE LE CUQC THI
SINH VIEN VOI AN TOAN THONG TIN ASEAN 2020

(Ban hanh kem theo Quyét dinh s6  /0P-BTC SVATTT ngdy thdng ndm 2020 ciia
Ban t6 churc cuoc thi “Sinh vién voi An toan thong tin ASEAN 20207)

Piéu 1. Muc dich

1. Tuyén truyén, phd bién, ning cao nhan thic va trach nhiém vé an toan
thong tin (ATTT) & cac truong dai hoc, cao dang, hoc vién (goi tat 1a Truong).

2. Pay manh phong trao nghién ciru, hoc tap, trao d6i kinh nghiém, cap nhat
kién thtrc cong nghé hién dai trong linh vuc an toan thong tin (ATTT), gop phan
thuc hién c6 hiéu qua chi truong dady manh dao tao ngudn nhan luc an toan, an
ninh thong tin cua Nha nudc, duge thé hién trong Quy hoach phat trién an toan
thong tin s6 qudc gia dén nam 2020 (theo Quyét dinh 63/Qb-TTg ngay 13/01/2013
cua Thu tudng Chinh phu), DPé an “Pao tao va phat trién ngudn nhan lyc vé
ATANTT dén nam 2020” (theo Quyét dinh s6 99/QD-TTg ngay 14/01/2015 cua
Thu tudéng Chinh phu), Dé an “Tuyén truyén nang cao nhan thirc, trach nhiém vé
ATTT dén nim 2020” (Quyét dinh 893/QD/TTg ngay 19/06/ 2016 cua Thu tudng
Chinh phu).

3. Ton vinh tri tué, phat hién tai ning, ting cudng kha ning giao luu, trao doi
kién thuc gitta sinh vién ATTT cac truong trong nudc va khu vuc ASEAN; tao
diéu kién cho vi¢c thic day dao tao ngudn nhan lyc ¢6 trinh d§ cao vé ATTT.

Picu 2. Pham vi va ddi twong du thi

1. Pham vi: Cudc thi duoc t6 chirc trén pham vi toan qudc (Viét Nam) va cac
nudc ASEAN.

2. Boi tuong du thi: Sinh vién, hoc vién hé dai hoc dai dién cho cac truong
dai hoc, hoc vién (goi tat 1a céac truong) cua Viét Nam va mot $6 truong
cua cac nudc ASEAN.

3. Céc thanh vién tham gia cudc thi td chirc thanh ting doi, mbi ddi co khong
qué 4 thanh vién (ca doi trudng).

4. Céc thanh vién tham du cudc thi trén nguyén tic tu nguyén va tu giac chéap
hanh Thé 1& cudc thi.

Piéu 3. Noi dung, hinh thirc va thoi gian té chic cudc thi
1. N6i dung cudc thi: Thi kién thtc va k§ ning vé ATTT.

2. Hinh thuec t6 chire: cude thi duoc td chire qua 03 vong thi 1a Khé1 dong, So
khao va Chung khao.



a) Vong Khoi dong:

- Hinh thtc thi: Thi thyc hanh tryc tuyén (online) vé ATTT, dién ra dong
tho1 véi tat ca cac d(f)‘i du thi. B¢ thi dugc xay dung theo hinh thuc vuot qua
Thir thach theo chu dé (jeopardy).

- Noi dung thi géom: Pwnable (Khai thac 16i phian mém, buffer overflow,
format string, shellcode ...); Reverse engineering (tap trung vao ky nang dich
nguoc ma ngudn phan meém, cach unpack cac packer, crypter bao vé phan
mem) Web (Cac k¥ thuat tan cong vao ung dung web); Network/Forensic
(Dleu tra, phan tich, truy vét cic vu an sb); Crypto/ACM (Panh db giai ma,
tan cong cac thuat toan ma hoa, dung ki ning lap trinh/giai thuat dé giai cac
tro choi, mé cung ...).

- Thoi gian thi: Dau thang 10/2020, trong 4 tiéng lién tuc
- S d6i thi: Khong gidi han sé doi ctia mot truong tham gia.

- Két qua thi: Két qua vong thi giup cac doi 1am quen véi hinh thic va noi
dung thi va gitp cac truong cé thém tiéu chi dé lya chon cac doi vao vong So
khao: Mdi truong (hodc mdi co sé dao tao néu truong cé cac co s¢ dao tao &
cac khu vuc thi khac nhau) duogc cir khong qua 3 ddi tham du vong thi So
khao (cac thanh vién ctia cac doi nay bat budc co tham gia vong Khai dong).

b) Vong So khao:

- Hinh thirc thi: Thi thyc hanh tryc tuyén vé ATTT theo hinh thirc vuot qua
Thir thach theo chu dé (jeopardy).

Cac ddi trong nudc thi tap trung tai 3 khu vuc: mién Bic (cac truong tir Ha
Tinh tré ra Béc, to chirc tai Ha Noi), khu vuc mién Trung (cac truong tu
Quang Binh dén Nha Trang va khu vuc Tay Nguyén, t0 chuc tai TP Da
Ning), khu vue mién Nam (cac truong Da Lat, khu vuc mién Pong va mién
Tay Nam B0, t chirc tai TP H6 Chi Minh).

Cac doi thi cac nudc ASEAN tu quan ly doi thi cia minh, nhung cac thanh
vién ciia mot doi phai tap trung & mot dia diém dé thi cung nhau va c6 hinh
anh trong thoi gian thi gui cho Ban Td chic (qua mang xd hoi, video
conference, ...)

- Noi dung thi géom: Pwnable (Khai thac 16i phian mém, buffer overflow,
format string, shellcode ...); Reverse engineering (tap trung vao ky nang dich
nguoc ma ngudn phan mém, cach unpack cic packer, crypter bao vé phan
mem) Web (Cac k¥ thuat tan cong vao ung dung web); Network/Forensic
(Piéu tra, phan tich, truy vét cac vu an sb); Crypto/ACM (Panh d6 giai ma,
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tan cong cac thuat toan ma hoa, dung ki ning lap trinh/giai thuat dé giai cac
tro choi, mé cung ...).

- Thoi gian thi: giita thang 10/2020, trong 8 tiéng lién tuc

- SO d0i thi: Mdi truong (hoic mdi co sd ddo tao néu trudng co cic co so dao
tao ¢ cac khu vuc thi khac nhau) c6 khong qué 3 doi thi.

- Lya chon cac ddi vao vong Chung khao: Du kién 20 doi.

+ Cac do1 Viét Nam: 10 dos, gém mot (01) doi céd thr hang cao nhét cia
tung khu vuc cung bay (07) ddi co thtr hang cao nhét con lai duoc lua chon
vao thi vong Chung khdo. Mdi truong (hoidc co sé dao tao) cd khong qua hai
(02) d61 dugc chon vao vong Chung khao.

+ Cac doi nudc ngoai: Mdi nudc ASEAN cé 01 doi co thu hang cao nhét
cua nudc dé ¢ vong So khao.

+ Truong hop doi thi ¢6 két qua So khao dat diem vao Chung khao nhung
khong ghé tham du vong Chung khdo, Ban T6 chuc s€ lua chon doi co thi
hang ti€p theo.

¢) Vong Chung khao: Thi theo hinh thirc fiéi khang (tdn cong va phong thu
trén mang may tinh) trong thoi gian 8 tiéng. Thoi gian thi vao gilra thang
11/2020, t6 chirc tai TP HO6 Chi Minh.

d) L& Tong két va ’traorBéng khen cua B¢ truong Bo GDDT: duoc thyuc hién
trong HQ1 thdo quoc té “Ngay An toan thong tin Viét Nam”, cudi thang 11
nam 2020 tai Ha Noi.

Kich ban chi tiét, tiéu chi ddnh gia va xep thtr hang cua cac ddi trong tung
vong thi s& dugc Ban t6 chirc huéng dan chi tiét truée mdi vong thi.

Ban T6 chtc cudc thi ¢ quyén thay doi, diéu chinh thoi gian t6 churc cac
vong thi, thoi gian thyc hanh thi phu hop véi tinh hinh thuc t€. Cac thay doi duoc
thong bao truc tiép dén cac doi1 du thi va qua website cuia Ban t6 chirc.

Piéu 4. Tiéu Ban T6 chirc, Hoi ddng giam khio, thong tin vé cudc thi

1. Tiéu Ban t6 chirc cho vong thi so khdo tai timg khu vuc thi: GOm dai dién
lanh dao VNISA, dai di¢n lanh dao Chi hdi VNISA phia Nam, }i@i dién Cuc CNTT
- Bo GDDT, Cuc ATTT - Bo TTTT, Dai dién don vi dang cai t6 chirc thi....

2. Ban giam khao: do Ban T6 chirc thanh 14p, voi thanh phan 1a cac chuyén
gia trong linh vuc ATTT; GOm cac Ban gidm khéo cho vong thi So khao, 01 Ban
giam khao cho vong thi Chung khao.

3. Hoi dong dé thi gérp cac chuyén gia c6 nhiéu nim kinh nghiém trong
nghién ctru, gidng day va trién khai rng dung ATTT, c6 trach nhiém xé4c dinh cac
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tiéu chi xdy dung d¢ thi, phdi hop véi t6 chic c6 ning luc vé ATTT duoc giao
nhiém vu xay dung d¢€ thi va tham dinh chat lugng dé thi theo cac yéu cau deé ra.

4. Thong tin vé cudc thi: Thong tin cta cudc thi s& duoc Ban T chirc ding tai
trén trang web cua cuQc thi http://sv-attt.vnisa.org.vn va http://ascsi.vnisa.org.vn
(bang tieng Anh va tiéng Viét)

5. Pia chi lién lac cua Ban T6 chire:
Hi¢p hoi An toan thong tin Viét Nam (VNISA)
Dia chi: s6 155 phé An Trach, quan Déng Pa, Ha Noi;
bién thoai: (024) 26290 1028,;
Email: ascis@vnisa.org.vn.
Pi¢u 5. Ping ky du thi, quyén lgi va trach nhiém ciia cic ddi du thi
1. Thot han dang ky du thi

- Cac Truong dang ky Truong doan va danh sach cac doi thi tham dy vong Khoi
dong voi Ban t6 chic trude ngay 30/9/2020 (miu diang ky dugc ding tai trén
website cudc thi).

- Céc Truong dang ky danh sach cac doi thi tham du vong So khao véi Ban to
chtrc trude thoi gian sau 7 ngdy tinh tir khi két thuc vong Khoi dong va hoan
thién ho so du thi va giri vé Ban T chirc trudce thoi gian sau 14 ngay tinh tir khi
két thuc vong Khoi dong (mau hd so duoc dang tai trén website cudc thi)

Danh sach va thong tin cac doi da dang ky du thi s€ kip tho1 dugce dang tai trén
website cua cudc thi dé cac truong xem xét, phat hién sai sot va chinh 1y thong
tin gttt vé Ban T6 chuc (thoi han mudn nhat 1a 01 tuan trudc khi dién ra céc
vong thi).
2. Quyén loi cila cac doi tham dy thi:
- Tat ca cac doi Viét Nam tham gia dy thi So khao déu duoc Hiép hoi An
toan thong tin Viét Nam cap Chung nhan tham du cudc thi ndm 2020.
- Céac do1 Viet Nam doat giai so khao duogc tang giéy khen cua VNISA.
- Cac do1 doat giai Nhat, Nhi Chung khao duogc tang béng khen cua Bo
trudng Bo GDDT.
- Cac d6i doat giai cao dugc B Thong tin & Truyén thong khen thuong.
- Cac doi1 Viét Nam doat giai cao dugc Hi¢p hoi gidi thi€u vdi cac co quan
co tham quyén uu tién lya chon cir tham du cac cudce thi quoc té vé ATTT.
- Thanh vién cua cac doi Viét Nam doat giai cao c¢6 co hdi dugc VNISA tao
diéu kién tham du Hi thdo quoc t€ vé ATTT (nhu Hi thao BlackHat Asia...).
- Céc thanh vién cua cac doi Viét Nam doat giai cao dugc Hi¢p hoi gidi
thiéu vao lam vi¢c tai cac co quan to chirc, doanh nghi€p c6 nhu cau nhan lyc
ATTT chat luong cao.



- Céc d6i tham du thi duoc Ban to chic thong béo vé kich ban chi tiét, luat
tinh diém va cac thong tin cudc thi.

3. Yéu cau ddi v6i cac thanh vién tham dy thi:

- Khi du thi phai mang theo The Sinh vién, Chimg minh thu/ Thé can cudc
(hodc HG chiéu doéi voi sinh vién ASEAN) va may tinh ca nhan (c6 cong RJ45).

- Chép hanh nghiém tac Quy ché Phong thi ctia Ban to chirc va Thé 1& cudc
thi da duoc ban hanh.

Thi sinh vi pham quy ché thi tily theo mitc do s& bi nhac nhd, canh cio, trir
diém thi, bugc phai dung thi.

4. Piéu kién bao dam tham gia cudc thi: Chi phi di lai, an & cua cac doi tham
gia cac vong thi s€ do cac doi ty ddm nhan. Ban T6 churc ho tro mdt phan kinh phi
cho céc doi ¢ xa dugc vao du vong thi Chung khao.

Qéc doi thi cia cdc nudc ASEAN tham duy vong Chung khao dugc Ban T
chtrc ho trg chi phi di lai va an 6.

Piéu 6. Giai thudng
Cé giai thudng cho vong So khdo va Chung khao
1. Vong So khao:
a) Béi voi cac doi thi Viét Nam

- Mbi khu vyc thi: Gom 01 giai Nhat, mot s6 giai Nhi, gidi Ba va giai
Khuyen khich. S6 luong giai Nhi, giai Ba va giai Khuyén khich duoc Ban T
chtrc quyét dinh can ctr vao s6 lugng cac doi tham dy thi cua tirng khu vuec.

- Giai thudng cho cac doi doat giai gom:
+ Giay khen ctia Ban T6 chuc;
+ Phan thudng bang tién mat;
+ Cac giai thuong phu khac (néu c6).
b) Doi v6i cac doi thi cac nudc ASEAN
Tuy thudce vao sd luong cac doi thi So khao cia cac nude va ngudn kinh

phi t6 chirc cudc thi, Ban T chiic c6 thé trao mot sé phan thudng bing tién
mat hoac hién vat.

2. Vong Chung khao:
a) Gom 01 giai Nhat, 02 giai Nhi, 03 giai Ba va cac giai Khuyén khich.
b) Giai Nhat va Giai Nhi duoc ting Bang khen cua B trusng Bo GDDT

¢) Cac do1 doat giai nhan phan thuong bang tién mit va ching nhan doat giai
(du kién giai Nhat dugc 15 tricu dong, giai Nhi duge 10 tri¢u dong, giai Ba
duoc 5 triéu dong va giai Khuyén khich dugc 3 triéu dong).



Gia tri giai thuong s& duoc Ban T6 chirc can dbi phu hop véi ngudn kinh
phi ho trg cho cudc thi.

Piéu 7. T6 chirc thue hién

1. Hiép hdi An toan thong tin Viét Nam chu tri, phdi hop voi Cuc Cong nghé
thong tin (B6 GDPT), Cuc An toan thong tin (B6 TTTT) chuén bi co s& vat chit
k¥ thuat cho cudc thi, dia diém thi, xay dung dé thi va van dong tai trg cho cudc thi
dé bao dam cudc thi duge thuc hién ding muc dich va thanh cong.

2. Cyc Cong nghé thong tin ctr can b tham gia qué trinh chuan bi va to chirc
cudc thi, bado cdo voi Lanh dao B va cac co quan lién quan cia Bo GDDT vé két
qua cugc thi; dé nghi B truéong Bo GDDT tang Bﬁng khen cho cac ddi Viét Nam
doat giai Nhat, Nhi cudc thi.

3. Cuc An toan thong tin cu can bd tham gia qua trinh chuan bj va '[(R)OChl:‘['C
cudc thi, phoi hop véi cac dau moi hop tdc ATTT cua cac nudc ASEAN dé moi
cac Truong cua cac nudc ASEAN‘ch,d(f)i tham du; bao cao vo1 Lanh dao B0 va cac
co quan lién quan cia BO TTTT vé két qua cudc thi.

4. Cac truong Pai hoc, Hoc vién:

a) Tuyén truyén, phd bién ndi dung Thé 1& cudc thi; T6 chire cho sinh vién
dang ky, lva chon va thanh 1ap doi tham gia du thi.

b) Chu dong huong dan va to chutrc tap hudn vé ATTT cho cac ddi dy thi cua
truong, tao di€u kién cho céac thanh vién di thi.

¢) Tham gia dang cai dia diém thi So khao (tai Ha Noi, ba Ning, Tp HCM)

va Chung khao (tai Tp HCM). Cac co s¢ dao tao dang cai t6 chirc thi phdi hop véi
Ban T6 chirc chuan bi co sé vat chat ki thuat cho cudc thi.

5. Céc t6 chure, doanh nghiép tham gia tai trg cudc thi: tao diéu kién ung ho vé
vat chat, ho tro viéc di lai, an & cho Ban T6 chtrc va cac doi thi dé cudc thi thanh
cong tot dep.



